GDPR Export Description

General Information

The GDPR export contains all collected information/results of the performed GDPR scan(same
information as in the Nimbusec compliance monitor).
Information is split in 4 main categories

e Inputs

e Cookies

e Tracker

e [Content] (optional)

All collected information/results were generated before any kind of user interaction with the
website was performed [] No cookies etc. were accepted when visited the website[except the
cookie banner feature was enabled (optional)].

The Excel Document itself contains 5 different data sheets

Input

Cookies

Tracker

Content (Optional)
e Assets

The "Assets" sheet contains all websites that were scanned for compliance.

Inputs

This section focuses on input forms that handle sensitive data. Our scanner collects all form fields
that are present on your web-applications.
Simply put: A complete inventory of all input forms on all domains in scope.



Data ABCatogo i3 tago put Catigon np taCampht T orm Acto ut Dasc
01.02.22 Demol  hitps hitps://demal. com/s FALSE FALSE password Banutzerdsten password Ihttps url password
01.02.22 Demel  higs RELps://demal com/a FALSE FALSE login Basutzerdaten taxt hitps wrl login
01.02.22 Demol  hitps hEtps:/fdemal.com/contact FALSE FALSE tt_emal Kontaktdsten email text hhitps url tut_email
01.02.22 Demol  hitps Etps:/demal comycantact FALSE FALSE tit_firstname  Kontaktdaten firstname  text Inttps url tt_firstrame:
01.02.22 Demol  hitps https://demal. com/cantac FALSE FALSE t_lastname  Kontakicaen email Text hhitps wrl txt_Lastname
01.02.22 Demol  hitps https://demal com/contact FALSE FALSE tet_esmall Kontaktdaten email text Ihetps wrl txt_email
01.02.22 Demol  hitps RiEtps://demo ] comycontact FALSE FALSE txt_compamy  Kontakicaten company  text hitps wrl txt_coenpany
01.02.22 Demo2  hitps https:/fdemal. com/s FALSE FALSE password Benutzerdaten password Ihetps url password
01.02.22 Demo2  hitps hiktps://dema2 comya FALSE FALSE login Benutzerdaten text https url login
01.02.22 Demo2  hups Rttps://demo . comjcontact FALSE FALSE txt_emal Kontaktclaten email text hetps url txt_email
01.02.22 Demo2  hitps https://dema2.comy/contact FALSE FALSE tet_firstname  Kontaktdaten firstname  text https wrl txt_firstname
01.02.22 Demo2 _ hitps RELpS://demo 2. comyeontact FALSE FALSE txt_lastname  Kontakicaten mail text Initps url tet_lastname
01.02.23 Demol  hitps hitps://demal. com/contact FALSE FALSE tct_esmall Kontaktdaten email text Ihttps url et _email
01.02.22 Demo2 _ hitps hitps://dema2.com/cantact FALSE FALSE txt_company  Kontakicaten company  text hitps url bxt_comnpany
02.02.22 Demed  hitps HEtpa:/fdemad.com/a FALSE FALSE password Benutzerdaten passwond Hhttps url

02.02.22 Demod  hitps hitps://demal.com/s FALSE FALSE login Banutzerdsten text Ihttps url

02.02.22 Demo3  hips Etps:fdemo3.comyeantact FALSE FALSE tet_email Kentaktcaten email text ttps wurl tet_email
02.02.22 Demol  hitps hEtps://demal.com/contact FALSE FALSE tit_firstname  Kontaktdsten firitname  text Ihetps url tut_firstname
02.02.22 Demod  hitps hEtps:/demad.comy/contact FALSE FALSE tt_lastname  Kontakicaten email text Ihetps url txt_lastname:
02.02.22 Demod  hitps https://demad.com/contact FALSE FALSE xt_emad Kentaktcaten email text hitps url txt_email
02.02.22 Demo3  hitps Rittps://demal.comycontact FALSE FALSE txt_compamy  Kontaktclaten company  text ttps url txt_comnpany
02.02.22 Demo3  hitps RELps://demo 3. comycontact FALSE FALSE t_birthday  Geburtsclaten birthcly et hitps wrl bet_birthday
02.02.22 Demod  hutps hEtps://demaod.com/s FALSE FALSE password Benutrerdsten password thetps. url

02.02.22 Demod  hitps hEtps://demod.comya FALSE FALSE login Benutzerdaten text Inttps url login
02.02.22 Demod  hitps Rittps://demod.com cantact FALSE FALSE txt_emal Kontaktcaten email text https wurl txt_email
02.02.22 Demod  hups https://demod.com/contact FALSE FALSE tet_firstname  Kontaktdaten firstname  text https url txt_firstname
02.02.22 Demcd  hitps Riktps://demod. comycontact FALSE FALSE t_lastname  Kontakicaten omail text Inttps wrl tat_lastname
02.02.23 Demod  hitps hittps://demod comcantact FALSE FALSE tot_email Kontaktcaten emall text Ihitps url txt_email
02.02.22 Demod  hitps hittps:/demod comycantact FALSE FALSE txt_company  Kontakkdaten company  text etps wrl txt_company
02.02.22 Demod  higs It/ e e enntact FALSE FALSE tit_bethday  Geburtsdaten birthasy  text hetes ul tet_binthday
02.02.23 Demod  hitps https://demod. com/contact FALSE FALSE et register_card L url tut_cardnumber
02.02.22 Demos  hitp REtp:/demes. com/a FALSE FALSE password Benutzerdaten password nitp url password
02.02.22 DemoS  hitp hEtpe/fdemoS.com/a FALSE FALSE Benutrerdaten et Ihetp url login
02.02.22 DemoS  hitp Ritp://demoS.com/contact FALSE FALSE xt_email Kontakicaten email text http url tet_email
02.02.22 Demo5  hup httpi//demos com contact FALSE FALSE t_firstname  Kentakicaten firstname  text hitp wrl txt_firstname
02.02.22 DemoS  hup http://demoS.com fontact FALSE FALSE tet_lastname  Kontaktdaten email text hetp wrl txt_lastname
02.02.22 Demo5 Fiktp://demos. com/cantact FALSE FALSE ot_emal Kontaktcaten omail et hitp wrl tt_email
02.02.22 DemoS hg nttp://demoS.com/contact FALSE FALSE et_eompany  Kontakicaten company  text hitp url txt_eoenpany
02.02.22 DemoS  hitp http://demoS.com/fcontact FALSE FALSE tit_birthday  Geburtscaten birthclay text Ihttp url tut_birthday
02.02.22 DemoS  hup REtp:/fdemos. com fcontact FALSE FALSE xt_cargnumber Zahlungsdater  cardnumbere text register_card hetp url bxt_cardnismber
02.02.22 Demoé  hitp http:/fdemos.com/a FALSE FALSE password Benutzerdaten password http url password
02.02.22 Demos  htp REtp://demcs. com/a FALSE FALSE login Benutzerdaten ot hitp url login
02.02.22 Demoé  hitp http://demod com feontact FALSE FALSE tet_esmail Keontaktdaten email text hhttp wrl txt_email
02.02.22 Demoé  hitp hiktp://demok.com /contact EALSE FALSE tat_fistname  Kontakicaten firstname  text hitp url tt_firstname
02.02.22 Damob g ELp//demob com foantact FALSE FALSE t_kastname  Keatakidaten amail Tt e url txt_LastRami
02.02.22 Demoé  hitp REtp://demok. com/pontact FALSE FALSE tit_smal Kentaktdaten emall text lhetp url txt_email
02.02.22 Demoé  hutp http//demos.comfcontact FALSE FALSE bet_company  Kentakicdaten company  text Ihetp url et_company
02.02.22 Demo6  hitp Etp:/fdemos.com contact FALSE FALSE it_Birthday  Geburtsdaten birthclay  bext Ihetp url txt_birthay
02.02.22 Demoé  hitp hiktp://demos.com/contact FALSE FALSE t_ text register_card http url txt_cardnusmber

Table fields explained

e Date

Shows the date when this information was discovered
e Asset

Indicates the start point that was scanned
e Schema

Which HTTP schema was used for the scan (HTTP/HTTPS)
e URL
Shows the exact URL of the detected input form
e Art 9/10 Category
True shows a violation against this specific case
e Input Name
Name of the detected input field (parsed from source code)
e Input Category
Based on the detected input name and input type, an input category is defined[] Contact
data, job, gender, user data, ...
e Input ID
Represents the unique ID of the input field (parsed from source code)
e Input Type
Shows the type of the detected input field [J e.qg. text, radio button, select, ...
e Placeholder
Shows, if present, the prepared default text
e Form Target Schema
Shows the used schema that was used to transmit the provided data
https -> data encrypted
potentially http -> transmission schema unsure, please check manually (with e.g.
Wireshark
http -> data unencrypted


https://docs.nimbusec.com/uploads/images/gallery/2022-04/1K7jpIcX7YmeFflQ-image-1650604732806.png

e Form Action
Provides the defined action for the specific form (from source code)

Next steps based on best practices (work package)

e Remove / Update unencrypted forms [] https

Individual website review

Check if forms are still necessary

Check if placed input data is needed in the placed context

Check if provided data is processed / sent outside your organization (third party)

Check if all provided form data is documented in the privacy policy including the reason
why this data is needed

Further Reading

Unencrypted data forms
https://eur-lex.europa.eu/legal-

content/DE/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e3385-1-1

https://www.mein-datenschutzbeauftragter.de/blog/datenschutz-auf-websites-warum-die-

verschluesselung-von-kontaktformularen-etc-wichtig-ist/

https://gdpr-info.eu/issues/encryption/

https://www.ra-plutte.de/gastbeitrag-warum-sie-ihre-website-auf-https-umstellen-sollten/

Personal Identifiable Information (PIl)
https://eur-lex.europa.eu/legal-

content/DE/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e2066-1-1

Third Parties

https://www.usp.gv.at/it-geistiges-eigentum/datenschutz/einwilligung.html

https://dsgvo-gesetz.de/themen/auftragsverarbeitung/

https://www.lda.bayern.de/media/veroeffentlichungen/FAQ Abgrenzung Auftragsverarbeitung.pdf

Cookies

This section focus on detected cookies of the scanned websites. Since our scanner does not
interact with the website, all detected cookies were set before user consent.

-> A full documentation of all set cookies (before user consent) of all scanned web-
applications.


https://eur-lex.europa.eu/legal-content/DE/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e3385-1-1
https://eur-lex.europa.eu/legal-content/DE/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e3385-1-1
https://www.mein-datenschutzbeauftragter.de/blog/datenschutz-auf-websites-warum-die-verschluesselung-von-kontaktformularen-etc-wichtig-ist/
https://www.mein-datenschutzbeauftragter.de/blog/datenschutz-auf-websites-warum-die-verschluesselung-von-kontaktformularen-etc-wichtig-ist/
https://gdpr-info.eu/issues/encryption/
https://www.ra-plutte.de/gastbeitrag-warum-sie-ihre-website-auf-https-umstellen-sollten/
https://eur-lex.europa.eu/legal-content/DE/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e2066-1-1
https://eur-lex.europa.eu/legal-content/DE/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e2066-1-1
https://www.usp.gv.at/it-geistiges-eigentum/datenschutz/einwilligung.html
https://dsgvo-gesetz.de/themen/auftragsverarbeitung/
https://www.lda.bayern.de/media/veroeffentlichungen/FAQ_Abgrenzung_Auftragsverarbeitung.pdf

Aaset Ll Scheme L URL Ll Mame Value - dPart
Demol hittps hittps:fdemaol com/a JSESSIONID 123456785 0ABCDE FGHUKLMNOPORSTUWVWIXYE FALSE
Demizl hittps hitps:/ demal com/a ISESSIONID ZOWVUTSROPONMLEIIHGFEDCBARET 65432 1 FALSE
Demol Hittps https:/fdemal oomoontact PHPSESSID fé2kolshv 4 jopsld FALSE
Demol hitips hittpss demal comycontact PHPSESSID visigrwkol 827 Shpo FALSE
Demol hittps https:/fdemal .oomycontact PHPSESSID nindatid FALSE
Demial https hktps:/fdemal oomoon kact PHPSESSID B7Eho bcksdlacho: FALSE
Demol hittps hitps:{fdemal comcontact PHIPSESSID adjhbladhv B zhdsy FALSE
Demad Https it/ demma oom/a kpky147 A2GSWWCEa6npAFgML TRUE
Demo2 hittps https:/fdema2 comy'a brownie21 GF QAL Gl f2CFARSNITT TRUE
Dama2 Fittps Rt damal oo contact cheesecake BACESESINIKwy B jBs 8= TRISE
Demod hittps hitps:)fdemaz comicontact chocolatechip Wy XggmALOo) #TGFPUE~ TRUE
Demod Rittps hittps: [ demaod com/contact sahnetoertchen Sl PuEWFut P KYBFZGTE % ZgXubWFuo# KYBFZ FALSE
Demod hittps hittpss/fdema? com\oontact schinittchan e ZgXuEWFUCE KYBFIGTRZS gUSHRHIWS ~ oLl FALSE
Demind Hittps it/ fderma ooy oon tact muffin NOOLLui29ag @ X0Ofrh # o ROOLLui2 So8 # X0k FALSE
Demod hitips httpssyfdemad.com/a worcpresskek]l mBQuuky® * HRLE (dikppa™ AZazeD3 2 8 WPROOKkNI FALSE
Demod Fittps https:/fdemal.comsa wordpresskeks? ZFAWPIBeE PEBSS JolwDGA Q! ~ 2VNoE MSrNoZ kU FALSE
Demod https hiktps:/fdemad.oom/oontact schisrkrapfen ArgQ* #F deGH TOGIHyradafhGBs5 16~ FXVRPYZFr TRUE
Demod hittps hittps:/fdemol.comycontact Wanilelekse mjammjamhamhamaziQ® # deG% TOoGaHyradaft TRISE
Demod https hiktps:/fdemad.oom oo kact mPCHXGE X6 W * HWmwiSEiMoiMif4 ZP6miy, TRUE
Demod hittps https:/fdemal.comycontact Blz-Choco-Crossies ENZaZNISaw@IBSVIS Lbed M Hw = LSy WRnA DG TRIVE
Demod mtips hittps s demal. com/contact Rismkugeln begelpiow HIF2 SEUWS uVguIHDS\= SPvK]~ T2 dE 444 FALSE
Demod https hitps:/fdemal.comycontact Lebiouchien kB~ SRa|Hn (2 RaS EgNDS & DEZmud wiendWa FALSE
Dot Hittps bt/ dermod oom/a Mussmakronen GEWBVPAUS2glu® FrlakoglrjuYREmHS HePOMW FALSE
Demod hittps hittps:/fdemod.com/a Zimitschnecken 18z migETI DB A zvoPR2gFNFL7HEILETMWS B FALSE
Dmioed Hittps it /e rniod oo \oon tact Spitt ben DALY kB wkaskRTS o NIL2 Win# X HRF naTYiV FALSE
Demod hittps hiktps:/fdemod comy'oontact Nizzaguback IpStWIetVTUGEwS & $WWBALPOq Yl jwh & Y] KhuE TRUE
Damiod hittps hittp/idemed com,contact Linzersipfer] NTRS #y5* AgrjSHihdowtaXPoddeNmedd *a1Shun  FALSE
Demiot hittps hiktps:/damod comyoontact Alpenbrot B2 FwgRDSgLaAh SWE SvwnZ KN~ ySEFusgl FALSE
Demod hittps hittps:/fdemed com,contact Adventshupfer] eqoBSpghrhriEo” nDPFAZISh" PullujbKP~LaSeZ{  FALSE
Demod hittps I pes o Coemy oo bt Zimitstarne SPpha™ds 7XPWTZI® QR HMEKPDGEN ™ pi2 51a 7 BKS FALSE
Demiod Hittps hittpes:/fdemod oomcon tact Butterplitzchen v TdSHUPDhzoW™ MW QPvBvti! KIASEYOLAT 5~ 1 TRUE
DemoS hittp http:fidemos coma Engelsaugen HoMLESzh hxNegm W3 =0 DejCTHIBS DDnjLENENL FALSE
DemoS Fittp http:/jdemos . com/a SendAiMolloud] 5§ FALSE
Demas Http hEtp:/demoS, com oontact Wihnachtsplatrchen NEZYoS4 | 6WLLIGHS memCdk2 Saens™ @HwKn SNz TRUE
DemoS http http:fidemo’. com/contact Walnussherzen AhASBPIMYAZ ~BVicomBOXcSp QPIAYGOAVUEE.  FALSE
Demos it hEtp:/demoS. com/oantad ZITRONENKEKSE BXS*KWII068 Sy WaTBYEPNSwYS MwhjnB M 59~ FALSE
DemoS hittp hittp:/jdemos.com/contact WITWENKDSSE I5NGjr*B5ZInBRHRBLAIU b FYKKWrAU T gagDg FALSE
Demas Kty REtp:fidemas com/oantad WINDGERACK QERNRvECDYpCES @UrBHESLHEMZ Sonwt T # Hm FALSE
Demos hittp hitp:/fdemos. com/oontact WEINTASCHERL NMFG" nWw Y YmRE* ypMATMwUIMABPRpDOG" TRUE
Demos Hittp hitp:/demos. com/oontad WEINBEISSER XA B HETTh AT I HSkLeg I TIME2ggEW cQBtBM S A 3 FALSE
Demob hittp hitp:fidemos com/a Weihnachtsglocien Mgy SxgqE KXBOFyLE 3~ WA rDVXCYpFLRX] FALSE
Demios Hittp http:/idemob. com/a Mohinkiplerd TR dl mik gek$ bGS dpH Dy bAS @ XokvaiSTuDgw TRUE
Demot http Rt emos, comoantac Wachauerkrapter THgqua I Uy S BEaWIHARS HEUVS SER * LASGI TAS FALSE
Damioh http hittpdemod._com contact Turrones GFREETIny BB oGRS g7 AdrAMyy IMGL* @0~{66  FALSE
Demos http hiktp:/fdemos. com/contac Tropfenkikse *POGEIWeblphBZBgaSHol ZSPSwiVrIRAR of2SE FALSE
Demod hittp hitp:fjdemod com/oontact Teekrapfer ThydAFCOW Zh$ AkHGEhaNRAUAMevadviTI Bh2 KGY FALSE
Damoh aliii] hktp:/emns, com/oontadt Sterntaker 67r4AQLE TebLcBETRHege @ Iny|DEMdLIGLMD TRUE
Demod hittp http:/idemos.com contact Spehulatius AGRSGGENSS IwkLndd) §a59dd 2 Shopsh # BvIg FALSE
Demod hittp hittpfidemod com/oontad Sesamkrokant X W ERnghpe B B Sekm r 3D SO Nk GaMA T VKGE TRLUE

Table fields explained

e Date

Shows the date when this information was discovered

e Asset

Indicates the start point that was scanned

e Schema

Which HTTP schema was used for the scan (HTTP/HTTPS)

e URL

Shows the exact URL of the detected cookieln case of a manual review, please check this

URL
e Name

Includes the name of the detected cookie

e Value

Shows the set value of the detected cookie

e Domain

Shows the domain that sets the detected cookie

e ThirdParty

Has a direct relation to the Domain column, if the Asset and the Domain is not equal
(based on domain level) a third party sets this cookie

Next steps based on best practices (work package)



https://docs.nimbusec.com/uploads/images/gallery/2022-04/X4HKb55a0PrWEFkA-image-1650605347170.png

e Check all detected cookies and classify them as “technically necessary” or not (depends
on the application)

e Implement/Update a cookie banner to ensure that all "non technically necessary” cookies
were set after user consent

e Create/Update privacy policy / cookie policy and list all used cookies

Further Reading

https://curia.europa.eu/juris/document/document.jsf;jsessionid=F2A804042CAC4FE3D70A00596C6

A76D0?text=&docid=218462&pagelndex=0&doclang=DE&mode=req&dir=&occ=first&part=1&ci

d=1686588

https://www.wbs-law.de/it-und-internet-recht/datenschutzrecht/eugh-cookies-aktive-einwilligung-c-

673-17-45473/

https://www.wko.at/branchen/information-consulting/werbung-marktkommunikation/eugh-

entscheidung-zu-cookies-und-einwilligung.html

https://www.datenschutz.org/cookies/#die-regelungen-fuer-cookies-innerhalb-der-eu

https://www.lda.bayern.de/media/pm/pm2021 06.pdf

Tracker

This section focuses on internal/external used tracking software. Our scanner analyses the whole
network traffic that was triggered by initially visiting the web-application. As a result, all detected
requests were triggered before user consent.

-> A complete list of all used tracking technologies of each domain in scope


https://curia.europa.eu/juris/document/document.jsf;jsessionid=F2A804042CAC4FE3D70A00596C6A76D0?text=&docid=218462&pageIndex=0&doclang=DE&mode=req&dir=&occ=first&part=1&cid=1686588
https://curia.europa.eu/juris/document/document.jsf;jsessionid=F2A804042CAC4FE3D70A00596C6A76D0?text=&docid=218462&pageIndex=0&doclang=DE&mode=req&dir=&occ=first&part=1&cid=1686588
https://curia.europa.eu/juris/document/document.jsf;jsessionid=F2A804042CAC4FE3D70A00596C6A76D0?text=&docid=218462&pageIndex=0&doclang=DE&mode=req&dir=&occ=first&part=1&cid=1686588
https://www.wbs-law.de/it-und-internet-recht/datenschutzrecht/eugh-cookies-aktive-einwilligung-c-673-17-45473/
https://www.wbs-law.de/it-und-internet-recht/datenschutzrecht/eugh-cookies-aktive-einwilligung-c-673-17-45473/
https://www.wko.at/branchen/information-consulting/werbung-marktkommunikation/eugh-entscheidung-zu-cookies-und-einwilligung.html
https://www.wko.at/branchen/information-consulting/werbung-marktkommunikation/eugh-entscheidung-zu-cookies-und-einwilligung.html
https://www.datenschutz.org/cookies/#die-regelungen-fuer-cookies-innerhalb-der-eu
https://www.lda.bayern.de/media/pm/pm2021_06.pdf

Assat i Scheme L jory K1 Mame kd TrackerHastname d Visited L
01.02.22 Demal hitps Sodal Linkedln wiww Jinkedin. com TRUE
01.02.22 Demal hittps Saodal Linkedn poc. il Bin eclin . coem TRUE
01.02.22 Demol hittps Analytics Adobe Basets. adobedtm . Com TRUE
01.02.22 Demol hitps Anatytics Adobe assets.adobedtim.com TRUE
01.02.22 Demol hitps Anahytics Adobe assets.adobedtm.com TRUE
01.02.22 Demal hittps Anahytics Adoba assets.adobedtm.com TRUE
01.02.22 Demol hittps Anahytics Adobe assets.adobedtm.com TRUE
01.02.22 Demol hitps Analytics Mousefiow odn.mouseiow.com TRUE
01.02.22 Demal hitps Analytics Mausefiow cin.mouseliow.com TRUE
01.02.22 Dema2 https Advert ising Yanoex LY anE, f TRUE
01.02.22 Dema2 hittps Advertising  Yandex b T TRUE
01.02.22 Dema2 hitps Advertising  Yandex PN, TRUE
01.02.22 Demo? hittps Content Googhe ww.google.com TRUE
01.02.22 Dema? https Content Googhe fonits. googleapis. com TRUE
02.02.22 Demal hitps Content Google fonits.gstatic.com TRUE
02.02.22 Demod hitps Content Google www youtube.com TRUE
02.02.22 Demod hitps Fingerprinting Openi WE=U.OpEn et TRUE
02.02.22 Dema3 hittps Fingerprinting Foreses gateway.answerscloud.oom TRUE
02.02.22 Demo3 hitps Anatytics Hotjar in.haotjar.com FALSE
02.02.22 Demad hitps Analytics Hotjar seript.holjar.com FALSE
02.02.22 Demad hittps Anahytics Adobe BESelE. Adobadlm . com FALSE
02.02.22 Demad g Anahytics Crary Egg eripl_Eraryegs Com FALSE
02.02.22 Demod hittps Sacdal Visntakte ke FALSE
02.02.22 Demod hitps Content Google Maps.goagle.com TRUE
02.02.22 Demod hittps Disconnect  Facebook www . facebook.com TRLUE
02.02.22 Demod hitps Disconnect  Facebook connect.facebook.net TRUE
02.02.22 Demod hitps Disconnect  Facobook connect. facebock. nat TRUE
02.02.22 Demod hittps Disconnect  Google e, doubleclick.net TRUE
02.02.22 Demod hitps Disconnect  Google www google-analytics.com TRUE
02.02.22 Demad hititps Disoonnect Google 0 2 3. s deu bleclick.nek TRUE
02.02.22 Demod hitps Disconnect  Googhe AAABC1 2 3.5 doubleclick.net TRUE
02.02.22 Demos nitp Content Googhe fonls.gstatic.com TRUE
02.02.22 Demos Btp Content Googhe wiww o bube.oom TRUE
02.02.22 DermoS http Fingerprinting Openid [FERTI. o T TRLUE
02.02.22 DemoS hitp Fingerprinting Faresee gateway.answerscloud.com TRUE
02.02.22 Demas http Analytics Hotjar In.hatjar.com TRUE
02.02.22 DemaS http Anahytics Hotjar script_hotjar.com TRUE
02.02.22 DemaS hitp Anahytics Adoba assets.adobedtm.com TRUE
02.02.22 Demo5 hitp Anahytics Crazy Egg sCriph.orazyegg.com TRUE
02.02.22 Demas http Social Viontakte ik, Com TREUE
02.02.22 Demob e Cantent Googhe LS. s, £ TRUE
02.02.22 Demos hitp Disconnedt  Facebook WWW TBCEBeaLCom TRUE
02.02.22 Demab hitp Disconnect. Facebook conned.lacebook. net TRUE
02.02.22 Demob http Digoon nect: Facebook conned. facebook. net TRUE
02.02.22 Demob hittp Disconnect  Google ad. doubleclick.net TRUE
02.02.22 Demoab hittp Discon nect Google wiww google-analytics.com TRUE
02.02.22 Demob hitp Disconnect  Google 00001 2 3. M dou bleclick.net TRUE
02.02.22 Demob hitp Disconnect  Google AAABCY 2 3. M5 dou bleclick.net TRUE
02.02.22 Demob hitp Content Google www you bube.com TRUE |

Table fields explained
e Date
Shows the date when this information was discovered
e Asset
Indicates the start point that was scanned
e Schema
Which HTTP schema was used for the scan (HTTP/HTTPS)
e Category
All detected tracker will be assigned to a specific category e.g. FingerPrinting, Social
Media, ...
e Date
Shows the date when this information was discovered
e Asset
Indicates the start point that was scanned
e Schema
Which HTTP schema was used for the scan (HTTP/HTTPS)
e Category

All detected tracker will be assigned to a specific category e.g. FingerPrinting, Social
Media, ...


https://docs.nimbusec.com/uploads/images/gallery/2022-04/ujPWTTP37T4k92p1-image-1650606295391.png

Next steps based on best practices (work package)

e Disable/Remove all events (that process personal user data) that were triggered by
initially visiting the website (before user consent)

e Implement (if not present) a user consent banner (e.g. cookie banner)

e Create/Update privacy policy (https://gdpr.eu/privacy-notice/)

Further Reading

https://dsgvo-gesetz.de/themen/auftragsverarbeitung/

https://gdpr.eu/privacy-notice/

Content

This section focus on company specific compliance parts that were individually defined with the
project team.
->A full documentation of which domain violates the defined rules

Table fields explained

e Date
Shows the date when this information was discovered
e Asset
Indicates the start point that was scanned
e Schema
Which HTTP schema was used for the scan (HTTP/HTTPS)
e URL
Shows the exact URL of the checked ressource
e OK
This flag shows if the rule (in the Rule column) is was violated or not
true = no violation detected
false = violation detected
e Rule
Shows the rule that was checked for the given asset

Next steps based on best practices (work package)

e Analyze individual rule violations of each website(Why was this part not detected?)
e Apply changes to the web-application to meet the company rules


https://dsgvo-gesetz.de/themen/auftragsverarbeitung/
https://gdpr.eu/privacy-notice/
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